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HOJO)XEHUE

0 MOpsiiKe XPaHEHHs! U 3ALUTHI NEPCOHATbHBIX JAHHBIX
10JIb30BaTe/IeH B rocy 1apcTBEHHOM GIO:KeTHOM NpPodhecCHOHATbLHOM
00pa3oBaTebHOM YUpesKIAeHHI

«bpsHckuil TEXHUKYM npodeccHOHATBHBIX TEXHOJIOTHI H chepbl yesayr»

1. TepmMuHbI 1 onpegeeHus

CaliT — COBOKYNHOCT IPOTPaMMHBIX M AalMApaTHBIX CPeACTB i DBM.,
obecreunBarOIUX MMy OIMKALIO ISt BCEOOIIEro 0603peHMs UH(pOPMAIIUY U JaHHEIX,
00Bbe/IMHEHHBIX OOIIMM IIeJICBBIM HA3HAYEHHEM, TOCPESICTBOM TEXHUIECKIX CPEICTB,
NPUMEHSAEMBIX NI CBsI3U Mex 1y OBM B cetu Muteprer. [Tox CaiitoMm B [Tonoxxenun
nonumMaercst Caift, pacronoKeHHbIH B cetr MHTepHET 10 afpecy: https:/btptsu.ru/

Iloar3oBateny — mnons3oBarens cet MutepHer u, B wacrHoctH, Caiita,
VMO CBOKO JIMYHYIO CTPAHUILY (IPOQUIL/aKKayHT).

Denepanbublii 3akon (P3) — OemepanbHblii 3akoH oT 27.07.2006 Ne 152 3
«O IepCcOHANBHBIX JIAHHBIX) (Tajtee — 3aKOH O MePCOHATBHEIX JAHHBIX).

Ilepconanbuble naunbpie — moGas HHMOPMALUs, OTHOCAINASNCS MPSIMO WA
KOCBEHHO K OIPEJCICHHOMY WM OIpeleNseMoMy (GU3nuecKoMy JHIY (CyOBEeKTy
[IEPCOHANIBHBIX JaHHBIX ).

Ilepconanbuble 1annbIe, paspeLIeHHbIE CY0heKTOM IePCOHANbHBIX AaHHbIX
AUl pacnipocTpaHeHusl — IIePCOHAbHBIC IAHHBIE, OCTYI HEOIPaHWYEHHOrO Kpyra
I K KOTOPBIM HPEJOCTABICH CyOBEKTOM MePCOHANBHBIX MAHHBIX ITyTeM Iadi
cornacus  Ha 00pabOTKY MEpCOHANBHBIX [aHHbBIX, pAa3pelIeHHBIX CYOBEKTOM
[ICPCOHANIPHBIX  TAHHBIX IJIS  PACIpPOCTPAHEHHs B IIOPS/IKE, IPeNyCMOTPEHHOM
3aKOHOM O TIEPCOHANIBHEIX JaHHBIX.

OmnepaTop — opranu3anys, caMOCTOSITENTBHO UM COBMECTHO C APYTUMH JIHIAMH
Opranusyiomas 06paboTKy IepCOHAIBHBIX JaHHBIX, 4 TAKKE ONPEICISIOLIAs eH
00pabOTKH MEePCOHANBHBIX JaHHBIX, MOLISKAIIEX 00paboTKe, MeHCTBHS (oneparun),
COBepIIIaeMbIe ¢ MEPCOHATBLHLIMU TaHHBIMH.



Oneparopom siBisercss I'BIIOY «bpSHCKUH TEeXHHKYM IIpO(heCCHOHATBHBIX
TEXHOIOTHH ¥ C(Eeppl  yciyr» PpacHOoIOXeHHBIH o agpecy: r.bpsmck,
yir.Iloutosast, 100.

OGpaGoTka mepcoHaJLHBIX AAHHBIX — J0G0e NeiicTBHE (oneparust) wim
COBOKYITHOCTh N€UCTBHI (OIepaiuii), COBEpIIAeMbIX ¢ HCIIONb30BAHHEM CPEICTB
aBTOMATH3AIIMK MM 0€3 UCTIOIb30BAHMS TAKHMX CPEJICTB C MePCOHATBHBIMI IaHHBIMY,
BKJIIOYas COOp, 3aIMCh, CHCTEMATH3ALMIO, HAKOIUICHHE, XpaHeHWe, YTOUYHEHHE
(oOHOBIICHHE, U3MEHEHHUeE), U3BJICUYCHHE, UCIIOJIb30BaHUE, nepegavy
(pacrpocTpaHenre, IpPeIOCTABIEHHE, MOCTYI), OOE3IMYMBAHIE, OJIOKUpOBaHIE,
yAalleHUe, YHHYTOXXEHNE [TePCOHANILHEIX JaHHBIX.

ABTOMaTH3HpOBaHHAsI 06PaloTKAa IePCOHATLHBIX AaHHBIX — 00paboTka
[IEPCOHATLHBIX JAHHBIX ¢ IOMOINBIO CPEJICTB BRIYMCIUTEIBHON TEXHUKH.

Hpe[(OCTaBJIeHl/Ie MMEePCOHAJBHBLIX JaHHBIX — ,IIGI\/'ICTBI/IH, HallpaBJICHHBIC Ha
PAaCKPBITHE ITEPCOHAIIBHBIX TaHHBIX OIIPCACTICHHOMY JINITY HUIIN OIIPpCACJICHHOMY KPYTY
JIMII.

biioknpoBaHHe TNepPCOHANBHBIX JAaHHBIX — BPEMEHHOE IMpeKpalleHue
00pabOTKHM IePCOHANBHBIX TAHHBIX (38 HCKIIOYEHHEM CIIydaeB, ecld 00paboTka
HeoOX0iMMa [T yTOYHEHHUS IEPCOHANBHBIX TaHHBIX).

YHHUTONKEHHE MepCOHATBHBIX AAHHBIX — JEHCTBHSA, B pe3ysbTaTe KOTOPhIX
CTaHOBUTCH HEBO3MOXHBIM BOCCTaHOBHUTBH COJEp)KaHWE IEePCOHATBHEIX JAaHHBIX B
MH(OPMALMOHHON CHCTeMe MepPCOHANBHBIX IaHHBIX W/HIM B pesylbTaTe KOTODBIX
YHHYTOXAIOTCSI MaTepUaIbHble HOCUTENH TIePCOHATBHBIX TaHHBIX.

ObesnnuBanue nepcoHAILHBIX JAHHBIX — JeHCTBHUS, B pe3yIbTaTe KOTOPBIX
CTAHOBUTCS
HEBO3MOXKHBIM €3 WCIIOJIB30BAHUSI OTOMHUTETBHOMN UHGOPMAIIUN  OTIPENEIUTE
[IPUHAUICKHOCTD IIEPCOHANBHBIX JIAHHBIX K KOHKPETHOMY CyOBEKTY MepPCOHATBHBIX
JAHHBIX.

HNudpopmannonnasi cucreMa IEepPCOHANBHBIX JAHHBIX MCIIAn) -
COBOKYITHOCTb ~COACPXKAIlMXCs B 0a3zaX JaHHBIX [I€PCOHANBHBIX MNAHHBIX U
obecrieynBarOmMUX UX 0O0pabOTKY MH(OPMAIMOHHBIX TEXHOIOIHMM U TeXHUUECKIX
CPEJICTB.

2. O01Iue moJIoKeHust

2.1. Tlonoxenue o MOpSAKE XPAHEHWS W 3AIOUTHl MEPCOHANBHBIX JAHHBIX
Honesosateneit Caiita (qanee — Ilonoxkenne) paspaboTaHo ¢ IETHIO COOJTIOIeHUS
TpeOOBaHui 3aKoHOAaTeNbCTBA PD, comepkammx IEPCOHANIBHBIE JaHHBIE U
unentrpukanyy [onp3osareneit, Haxomsimmxces na Caiite.



2.2. TlonoxeHue pa3spaboTaHO B COOTBETCTBHH ¢ Koncrurynmeii PO,
I'paxxnanckum xomexcom PO, JEUCTBYIONUM 3aKOHOAATEThCTBOM P® B 067acTH
3QIIATHl IEPCOHATLHBIX TAHHBIX.

2.3. IlonoXeHHMe yCTAaHABINUBAET MOPAIOK 06PaGOTKH IIEPCOHAIIBHBIX JTAHHEIX
Honssosareneit Caiita: peificrBust mo c6opy, CHCTEMATH3AIWH, HaKOIJICHHIO,
XPaHCHHIO, yTOUYHEHHUIO (OGHOBIEHHUIO, H3MEHEHHIO), YHHUTOKEHHIO [IePCOHATBHBIX
TTaHHBIX.

2.4. TlonoxeHne ycTaHABIUBAET OOS3aTebHBIE IS corpynuukoB Ormneparopa,
3aJIeHCTBOBAHHBIX B 00cyxuBanuu Caiita, 06IMe TpeGOBaHNS U IIpaBUIIa 110 paboTe
CO BCEMH BHJIaMH HOCHTENEH WH(POPMALUH, COAEPIKAIUMHU IIePCOHAIBHBIC TaHHbIE
[Tonp3oBateneit Caiira.

2.5. B Ilonoxenun He paccMaTpUBalOTCS BOIPOCH 06eCeUeHIs 6e30TaCHOCTH
[IEpCOHATBHBIX JaHHBIX, OTHECCHHBIX B YCTAHOBICHHOM IIOPANKE K CBEICHHUSIM,
COCTaBJIAIOIIMM I'OCYIapCTBEHHYIO TaliHy Poccuiickoii Menepanuy.

2.6. Henmsamu [Tonoxkenus sBisroTCsE:

. obecreyenne TpeOOBaHWY 3alIUTEI TIPaB W CBOGOJ ueloBeKa W
Tpa/laHMHA IIPH 00pabOTKe MEPCOHATBHBIX JAHHbIX, B TOM YKCIle 3aITATH [PaB Ha
HETIPUKOCHOBEHHOCTD YaCTHOMU JKM3HH, IMYHYIO U CEMEHHYIO TaiHy;

. UCKIIOYEHHE  HECAaHKIIMOHWPOBAHHBIX  NEHCTBUE  COTPYAHUKOB
Ormeparopa u OOBIX TPETPHX JIHMI [0 ¢G0Py, CHCTEMATH3ALHUH, HAKOILICHHUIO,
XPaHEHHIO, yTOYHEHUIO (OOHOBIIEHHIO, U3MEHEHHIO) IEPCOHAIBHBIX JAHHBIX, HHBIX
(opM He3aKOHHOTO BMEIIATENBCTBA B MH(QOPMAIIMOHHBIC PECYPCHl 1 JOKQJIBHYIO
BBIYHMCIUTENIBHYIO ceTh Oleparopa, obecliedeHHe MPpaBOBOrO M HOPMATHBHOIO

peXuMa KOH(DUIEHI[MATEHOCTH HEZOKYMEHTHUPOBAHHOM nHQOpMAaITIH
[Tonp3oBateneii Calita;
. 3allUTa KOHCTUTYIHOHHBIX TMpaB TIpaXJaH Ha JHYHYIO TaliHy,

KOH(UICHIINATIBHOCT CBEJIEHMUIA, COCTAaBIISIIOIIMX II€pCOHANBHBIE [JaHHBIE, WU
[IpeIOTBpAIllcHIE BO3HUKHOBEHUS BO3MOYKHOI YIPO3EI 0e30MmacHOCTH
Ilome3oBarenei Caiira.

2.7. llpuniunsl 00pabGoTKK IePCOHATBHBIX JAHHbIX:

o 06pa60TKa IIEPpCOHAIBHBIX JAaHHBLIX JOJDKHA OCYIIECTBJLATHCA Ha
3aKOHHOH U CHp&BGI[J'IHBOfI OCHOBE,
° O6p8.6OTKa HepCOHAJIBHBIX JaHHBIX JOJDKHAa OTpaHHUYHBATLCSH

AOCTHKCHHEM KOHKPETHBIX, 3apaHee OIpeAeNIeHHBIX M 3aKOHHBIX Iieieil. He
JoryckaeTcst 00paboTKa MepCOHAIbHBIX JAHHBIX, HECOBMECTUMAS C nensiMu cobopa
[IEPCOHANBHBIX JAHHBIX;

. He JIOITyCKaeTCst 00beAuHeHre 6a3 TaHHbIX, COIepKAIMIX IIepCOHAJILHEIE
JaHHBIE, 00pabOTKa KOTOPBIX OCYIIECTBISIETCS B LEJIsIX, HECOBMECTUMBIX MEKTy
co0o0ii;



. 00paboTKe MOIJNEXAT TONBKO MepCOHANBbHBIE —JAHHBIE, KOTOpBIC
OTBEYAIOT LIENAM UX 00pabOTKHY;

. colepiKaHHe M 00beM 00pabaThiBaeMbIX IEPCOHANBHBIX JIAHHEIX
AOJDKHBL - COOTBETCTBOBATh 3asBICHHBIM LelAM o00pabotku. O6pabaTsiBacMble
[ICPCOHATIPHBIC [aHHBIC HE JOJDKHBI OBITh HM3OLITOYHBIMHU TI0 OTHOIIEHHIO K
3asIBJIEHHBIM LIEJISIM UX 00paboTKHy;

. CONEpKaHWEe U 00beM 00pabaTbIBAEMBIX MNEPCOHAIBHBIX JAHHBIX
HEOIPeICJICHHOMY KpPYTy JIHI[ OIpejeNnseT CyOBeKT NepCOHATIBHBIX IaHHBIX B
COTJIAIIEHNH Ha PACIPOCTPaHEHHE ITePCOHANBHEIX JAHHBIX;

. npu 00paboTKe NEepCOHATIBHBIX TAHHBIX JOJDKHBI OBITH 06eCIedeHbI
TOYHOCTE MEPCOHANBHBIX JaHHBIX, X IOCTATOYHOCTb, & B HEOOXOMUMBIX CIIYUasxX v
aKTyaJlbHOCTB 10 OTHOLICHHUIO K LEJIIM 00pabOTKY I1€pCOHANBHBIX JaHHBIX;

. XpaHEeHHE NEPCOHANIBHBIX JIAHHBIX JIOJKHO OCYIIECTBIAThCS He NOINBIIIE,
HEM ITOr0 TPeOYIOT e 06paboTKH MepCOHANIBHBIX NaHHBIX, CCIIH CPOK XpaHeHHs
ICPCOHAITPHBIX NaHHBIX HE yCTaHOBIEeH (DenepabHBIM 3aKOHOM, COTVIAIIEHHEM,
CTOPOHOM KOTOpOro siBnsiercst [lonb30BaTens;

. oOpalaTsiBaeMble IIEpPCOHATBHbIC JAHHBIE MOMIEKAT YHUUTOKEHHUIO
160 06e3IMIMBAHHIO MO NOCTIKEHHUH Leseif 06paboTKH, IIpU OT3BIBE CYOHEKTOM
[IEPCOHANBHBIX JAHHBIX COTTIACHS Ha PACIIPOCTPAHEHUE [IEPCOHANBHBIX JAaHHBIX WITH
B Cllydae yTpaThl HEOOXOAMMOCTH B JOCTH)KEHHHM STHX IIeNel, eCclii HHOEe He
npenycMoTpeHo PenepaabHbIM 3aKOHOM.

2.8. YcnoBus 06pabOTKY IEPCOHATIBHBIX JAHHBIX.

2.8.1. Ob6paboTka mepcoHalbHBIX JaHHBIX [lomb3oBareneii  CaiiTa
OCYIIECTBJIACTCA Ha OCHOBaHWH ['paxkmanckoro kogekca P®, Komctutynum PO,
JCHCTBYIOIIEr0 3aKOHOaTeIbcTBa PO B 06:1aCTH 3aIIUTE TTEPCOHANBHBIX JIAHHBIX.

2.8.2. ObpaboTka MepCcOHANBHBIX HaHHbIX Ha CalTe OCYIIECTBISIETCS C
COOMIOZIeHHeM TPUHIUIIOB M  TIPaBWI, HPELyCMOTPEHHBIX [loJOKeHHEM 1
3aKOHOJATEIbCTBOM PD.

O6paboTka IepcoOHANBHBIX JAHHBIX JOITYCKACTCS B CIELYIOINX cIyJasx:

. 00paboTKa MepCOHaNbHBIX JAHHBIX HEOOXOMMMA IS MCIIOTb30BAHMS
Caiira, cropoHoif KoToporo siBnsercs [lonp3oBaTes;
. 00paboTKa TepCOHATBHBIX JAHHBIX HEOOXOIMMA IS 3aIHTHI JKU3HH,

3M0POBbS MM MHBIX JKU3HEHHO BaKHBIX MHTepecoB Ilomb3zoBarens Caiita, eciu
IOJTyYEHHUE COTIIACHST HEBO3MOIKHO;

. 00paboTKa MepCOHANLHBIX JAHHEIX HEOOXOMUMa s OCYIIECTBIICHUS
[IpaB ¥ 3aKOHHBIX UHTEpecOB Omeparopa WK TPETHUX JHI] JTUOO IS JOCTHKEHHS
OOIIECTBEHHO 3HAYUMBIX [IeNlel TIPH YCIIOBHH, YTO IIPH 9TOM HE HapyIIAIOTCs IIpaBa
u cBo0ozb! [lonk3oBareneii Caiita;

. 00paboTKa MepCOHATBHBIX JAHHLIX OCYIIECTBISETCS B CTATHCTUUSCKUX
MJIA MHBIX HCCIIEIOBATENBCKUX LEJSIX, 38 UCKIIOUeHHEeM 00paboTKH HepCOHAIBHBIX
JQHHBIX B LENIX HNPOJBMKCHUS. TOBApoB, paboT, yCIyr Ha phIHKE IIyTeM



OCYIIIECTBIICHUSI [IPSIMBIX KOHTAKTOB C NMOTCHIMAIbHBIMU HOTpe6I/ITeHSIMI/I C
HOMOIIBIO CPEACTB CBA3H, a4 TAKXXE B OEJISX MOJIUTUYECKOU aruTanuu, 1pyu yCJIOBHH
00sI3aTeILHOr0 O6C3HI/I‘II/IB3HI/I}I IIEPCOHAIBHBIX JAaHHBIX.

2.9. llenu 06paboTKH MEPCOHATBHBIX TAHHBIX.

29.1.  O6paboTka  mepcoHaNBHBIX  MaHHBIX  lloNb30BaTeNCi Caiita
OCYIICCTBIIACTCS  HCKIIOYUTENBHO B IE/SIX IpefocTaBienus IloTb30BaTelro
BO3MOXKHOCTH B3aUMOAeHCTBOBATE ¢ CaiiToM.

2.9.2. Csenenusamuy, COCTaBIAIOIMMY  IIEpCOHANIbHBIE JaHHBle Ha Caiite,
SBJISIETCSI TF00asi UHPOPMAIHS, OTHOCAIIAACS K OIPEAETICHHOMY HIIU OIPENeIIIEMOMY
Ha OCHOBAaHHMM TaKoW WHMOpMaIUu busnyeckomy JuIy (cyOBEKTY IepCOHAIBHBIX
JaHHBIX).

2.10. VICTOYHMKY 110y YeHHUs MepCOHABHBIX MaHHbIX [101530BaTeek.

2.10.1.  HcrounukoM wuHbOpMamuk 060 Bcex IIEPCOHANIBHBIX  JaHHBIX
[losb30Barens siBisieTcst HemocpencTBeHHO caM IToMb30BaTElE,

2.10.2. Mcroynnukom HHGOPMAIMK O MEPCOHANBHBIX MaHHBIX [1ONB30BATENS
ABIAIOTCA  CBCIICHMS, IIOJNYEHHbIE BCICICTBUE MpeaocTaBlIeHus OnepaTopoM
[Tomp3oBaTento mpas nonszosarms Caitom.

2.10.3. Ilepconansuele JaHHBIE Ilonrp3oBareneii OTHOCATCS K
KOH(QUAEHINATBHON HHPOPMAIUT OrPaHHYEHHOTO JOCTyTIA.

2.10.4. Oneparop He mMeer mpaBa coGupars u 00pabaThIBaTh MEPCOHATIBHBIC
JanHele llonp3oBaTenst O ero pacoBoi, HANMOHAILHOMN PHUHAJIEXKHOCTH,
HOJIUTAYECKUX B3IIISAX, PEJIMIUO3HBIX MM (QUIOCOMCKUX yOekKISHUSIX, TacTHOM
KUSHH, 38 HCKIIFOYCHMEM  CIy4YaeB,  NPEeJyCMOTPEHHBIX  JeHCTBYIOLUM
3aKOHOIaTEIHCTBOM.

2.10.5. Onepatop He MMeeT NpaBa HOTYYaTh U 00pabaTeIBaTh MEPCOHAIbHbIC
nansble [1op30BaTesT 0 €ro uieHCTBE B OOLIECTBEHHBIX OOBEAMHEHUSIX WIH €ro
IPO(COIOZHON  IESATENBHOCTH, 3a WCKIIOYeHHEM ClIy4yaeB, IPeLyCMOTPEHHLIX
DenepanbHBIM 3aKOHOM.

2.11. Cnoco6sr 06paboTku [IEPCOHAILHBIX JaHHBIX.

2.11.1. TlepcomambHbie nmamHble Ilonmb3oBaTerneii Caiira 00pabatbIBarOTCA
HCKIIFOYUTEIIEHO C UCTIOTIh30BAHUEM CPEJICTB aBTOMATH3AIIMH.

2.12. IlpaBa cyOnekToB (Iomp30BaTenel) mepcoHATBHEIX TAHHBIX.

2.12.1. llonmb3oBarens uMeeT mpaso Ha noxy4enue ceefenuii 00 Oneparope, o
MECTe  €ro  HaXOXIeHWs, O Hamuuud y OnepaTopa NepCOHATBHBIX IaHHBIX,



OTHOCSIIIMXCS K KOHKPETHOMY CyOBeKTy HepcoHanbHbIX qanubix (ITomp3oBatento), a
TaKXKe Ha O3HAKOMIICHHWE C TAKUMM IEepCOHATBHBIMUA JaHHBIMU, 34 HUCKIIOUCHHEM
CIIy4aes, IPeyCMOTPEHHBIX 4acThio 8 cTaThil 14 3aKoHa O MEPCOHAIBHBIX TAHHBIX.

2.12.2. Ilonp30Batess UMeET MPaBo Ha HoiyveHue oT OmepaTopa MpH JIUIHOM
obpatieHnu K HeMy 1160 mpu Hoiydenuu OnepaTopoM MHCEMEHHOTO 3ampoca OT
ITonb3oBarens  cnenyrome#d — umHdOpMmainmu, Kacaromeiics  00pabOTKH  ero
NIEPCOHANBHLIX JIAHHBIX, B TOM YHCJIe COJEpIKallei:

. noaTeepxaenre  (GakTa  oOpabOTKH  IMEPCOHANBHLIX  JaHHBIX
OmepaTopoM, a TakXke Ielb TaKoi 00paboTKH;

. NPaBOBbIE OCHOBAHMUA U II€JIM 00paOOTKU MEPCOHANBHEIX JaHHBIX;

. [eJTH U MpuMeHseMble OepaTopoM CIIocoObl 00pabOTKH TIEPCOHATBHEIX
TaHHBIX;

. HaMMEHOBaHHE U MECTO HaxoxeHus OnepaTopa, CBEIEHUs O IHax (3a

HCKITIOYECHUEM PaOOTHHUKOB OIIepaTopa), KOTOPBIE UMEIOT JOCTYII K IEPCOHAIBHBIM
JaHHBIM WJIH KOTOPBIM MOTYT OBITh PACKPBITHl II€PCOHAIbHBLIE JaHHLIE HA
OCHOBaHUHM f0TroBOpa ¢ OneparopoM Uik Ha ocHoBaHUH DefiepalbHOro 3aK0Ha;

. oOpabaTbIBaeMble  II€pPCOHANbHBIE  JaHHBIE,  OTHOCSIIUECS K
COOTBETCTBYIOLIEMY CyOBEKTY HNEepCOHAIBHBIX AaHHBIX, HCTOUYHUK UX IIOJyYECHHS,
€CIM  MHOW TIOPSANOK MPENOCTABIEHHUS TaKUX MJaHHBIX He TMPeIyCMOTpeH
DeepaTbHBIM 3aKOHOM;

. CPOKH OOpabOTKH IEPCOHATBHBIX JAHHBIX, B TOM YHCIE CPOKHA HX
XPaHEHHUS;

. TOPSIIOK  OCYIIECTBIEHUSI CyOBEKTOM IePCOHATbHBIX JaHHBIX IIPaB,
IIpeyCMOTPEHHBIX DeepaabHbIM 3aKOHOM; ,

. uHpOpMaKi0 00  OCYINECTBICHHOW WM O  IPEANoJaraeMoi
TPaHCTPAHUYHOU epeaayde JaHHBIX;

. HaMMEHOBAaHHWE MM (aMUIHIO, HUMs, OTYECTBO M aJpec JIHIIA,

OCYIIECTBIIAIOIEro 00paboTKy NePCOHANBHBIX JaHHBIX 110 Mopydenuto OmnepaTopa,
eciu 06paboTka Nopy4eHa WK OyIeT mopyveHa TaKOMY JIHILY;

. WHBIE CBEIEeHMs, IpegycMoTpeHHble @DefepaibHBIM 3aKOHOM HIIA
IpyruMu (heiepaabHbIMU 3aKOHAMU;

e TpebOBaTh U3MEHEHUS, yTOUHCHHUS, YHHITOKEHHS HHPOPMALIHU O CAMOM
cele;

. 00’KaoBaTh HEIPAaBOMEPHEIE JeHCTBUS UIIH Oe31eliCTBHIE 10 obpaboTke
IIePCOHANIBHBIX TAaHHBIX U TPeOOBATH COOTBETCTBYIOIIEH KOMIIEHCALIMHN B CYJIE;

. Ha JIOTIOJIHEHHWE II€PCOHAINBHBIX JIAaHHBIX OIIGHOYHOIO XapakTepa
3a5BJICHACM, BBIPAKAIOIIAM €0 COOCTBEHHYIO TOUKY 3PEHHS;

. OIPENeIITh IpPEACTaBUTENEH JUId 3allUThl CBOMX IIEPCOHABHBIX
JIAHHBIX;

. TpeboBath 0T OnepaTopa yBeoMIIEHHsA 000 BCeX MPOU3BENCHHBIX B HAX

N3MCHCHUSAX MW UCKIIFOYECHUSIX U3 HUX.

2.12.3. Ionp30BaTeNh UMEET MPABO 00KANOBATH B YIIOIHOMOYEHHOM opraHe mo
3aIUTe [paB CyOBEKTOB NEPCOHANBHBIX JaHHBIX UIIM B CYIe0HOM HOPSAKE NeHCTBHS



um  Gespeticteue  Oneparopa, eciu CIUTACT, YTO IMOCIENAHUH OCYIIECTBISET
00paboTKy ero MepcoOHANBHBIX JaHHBIX C HapymeHneM Tpebopanuii PenepaibHOro
3aKoHa «O NepCOHANBHBIX MAHHBIX» MM HHBIM 00pa3oM HapyIuaeT ero npasa u
CBOOOIEI.

2124, HOJII)?;OBaTeJIB IIEePCOHATIBHBIX HAaHHBIX UMEET paBoO Ha 3alllUTy CBOHX
IIpaB MU 3aKOHHBIX HHTEPECOB, B TOM YWUCJIE HA BO3MeEIIeHUE Y6BITKOB n (I/IJH/I)
KOMIICHCAIIUFO MOpaJIbHOT'O Bpela B Cy,Z[66HOM Iopsake.

2.13. O6s3aun0CTH Oneparopa.

2.13.1. Tlo dakty muusoro obpalenus Tu60 MPU HOTyYeHHH MHUCHMEHHONO
3anpoca CyObeKTa MepCOHANBHBIX TaHHBIX WIH €ro npencrasutens Oneparop, mpu
HAJIMIMKA OCHOBAHUH, 00s13aH B TeueHue 10 paboumx mmeil ¢ maTs oOpalrenus 160
IOJyHdCHHUs 3ampoca CyObeKTa MepCOHANbHBIX MaHHBIX HIH ero IIPECTaBUTEIS]
[IPEIOCTABUTE CBEICHUS B 00BbEMeE, YCTAHOBICHHOM DeniepabHBIM 3aK0HOM. Taxue
CBEACHUSA JOJDKHBI OBITH IIPeSOCTABICHEI CYOBEKTY IepCOHANbHBIX JAHHBIX B
JOCTYIHON dopMe, W B HEUX He AOJDKHBI COIEPXKAThCSl IEePCOHANTBHBIE JTaHHEIE,
OTHOCAIIMECST K JPYrHM CyObeKTaM IEPCOHANBHBIX IAHHBIX, 33 HMCKIIOYCHHEM
C/IyHaes, €CIIM MMEIOTCSI 3aKOHHBIe OCHOBAHUS IS PACKDBITHS TAKHX [EPCOHANBHBIX
J@HHBIX.

2.13.2. Bce ofpaiienus cy6bekToB IIEPCOHANIBHLIX  HAHHBIX HIH HUX
IpeACTaBUTENeH perucTpupytoress B JKypaaie ydera oOpallleHuit rpaxnan
(CyOBEKTOB IepCOHATBHBIX JIAHHBIX) 110 BONpPOCAM OOPAGOTKM IIepCOHATBHBIX
JAHHBIX.

2.13.3. B cnydae otkasa B mpenoCTaBIEHN CyOBEKTy IepCOHANBHBIX NAHHBIX
HJIA €0 NIPeJICTaBUTEeNI0 IPH OOpalleHuy U0 MPH IOTyYeHHH 3ampoca cyObeKTa
ICPCOHANLHBIX  TAHHBIX MM €0 IPeACTaBHTeNs HWH(GOPMAIMH O HATHYHH
NIEPCOHANBHBIX JIAHHBIX O COOTBETCTBYIOLIEM CyOBEKTe MepCOHANBHBIX TaHHBIX
Oneparop 06s3aH 1aTh B MUCHMEHHOM (opme MOTUBHUpPOBaHHEL OTBET, colepoKarui
CCBUIKY Ha IOJIOXKEHWE 4YacTh 8 cTaTthu 14 3akoHa o TIEPCOHANIBHEIX JTAHHBIX WITH
HHOTO (peJIepaTbHOrO 3aKOHA, SBISIOIIEecs OCHOBAHUEM AU TAaKOTO OTKa3a, B CPOK,
He npesbimaromuit 10 pabounx nueil co gus obparmenus CyOBeKTa MepCOHAaIbHBIX
JIAHHBIX MM €TO IMPEICTaBUTENs, IHOO C AaThl IOdyYeHMs 3ampoca cyOBeKTa
[ICPCOHATIPHBIX NaHHBIX UJIH €TO MPeNCTaBHTEs.

2.13.4. B ciyuae mosrydenus 3ampoca ot YIIOJIHOMOYEHHOI'0 OpraHa I10 3aI{UTe
npaB CyOBEKTOB MEPCOHANBHBIX JAaHHBIX O IPENOCTaBICHUY HH(POPMALINY,
HEOOXONMMON ISl OCYIIECTBIICHUS NeATeIbHOCTH ykazanHoro oprana, Omeparop
00s13aH COOBIIUTE TaKyIO HH()OPMALHIO B YIIOTHOMOYEHHBIH opraH B TeueHue 10
pabouux JHel ¢ HaThl MOTy<YeHUS TAKOTO 3ampoca.

2.13.5. B cuy4ae BbIsIBIEHUS HEIIPaBOMEPHOUW 00pabOTKH Ie€PCOHATBHBIX
JIAHHBIX TIPU 0OpAIeHNH MK TI0 3aHpocy CyGheKTa [IEPCOHAIBHBIX JAHHBIX UJIU ero



[IpeNCTaBUTENS JIMOO YIONHOMOYEHHOTO OpraHa IO 3aliTe paB CyOBEKTOB
[ICPCOHANPHEIX ~ NAaHHBIX  Onepatop  00f3aH  OCYILUECTBUTH  OIOKHPOBAHME
HCIIPABOMEPHO 00pabaThIBAEMBIX IEPCOHANBHBIX JIAHHBIX, OTHOCSITHXCS K 3TOMY
CyOBEKTy MEePCOHANBHBIX JAHHBIX, C MOMEHTA TaKOIro OOpAIIeHUs WK IONyYeHUs]
YKa3aHHOI'O 3aIpoca Ha IePHOJT IIPOBEPKH.

2.13.6. B cmydae BBIABIEHHS HePaBOMEPHOM 00paboOTKU TEPCOHATBHBIX
AAHHBIX, OCYIIECTBIIAEMOH OnepaTopoMm, IIOCIEeAHNMI B CPOK, He [IpEBBIIIAFOIIHIA Tpex
pabounx JHEH ¢ HaThl 3TOro BBIABIEHHUS, O0A3aH [IPEKPATUTL HENPaBOMEPHYIO
00paboTKy IepCOHANBHLIX HaHHBIX. OO YCTPaHEHUH JOIIYIIEHHbIX HapyIIeHHU
Omneparop 00s3aH  yBeOMHUTL CyGBeKTa NEPCOHANBHBIX JNaHHBIX MM €ro
[IPCACTABUTEIISL, & B Cllydae eciii oOpalleHne CyObheKTa IepPCOHATBHBIX JAHHBIX HITH
Cro IpPE/CTaBUTeNs JIMOO 3alpoC YIOIHOMOYEHHOTO OpraHa [0 3alluTe paB
CyOBEKTOB IePCOHAIBHBIX TAHHBIX GBLIH HATIPABIIEHb YTIOJTHOMOYEHHBIM OPraHOM II0
3aIUTe NIPaB CyOBEKTOB ITePCOHATBHBIX TAHHBIX, TAKKE YKA3aHHbIH opras.

2.13.7. CyOBeKT IepcoHaTbHBIX JaHHBIX BIIpaBe OOpAaTHUTHCS C TpeOOBaHUEM
[IpeKpaTUuTh Iepenavy (pacnpocTpaHeHHe, IpeloCTaBIICHIE, IOCTYI) CBOHX
HEPCOHANBHBIX TAHHBIX, PaHEe Pa3peIIeHHBIX CyOBEKTOM MTePCOHANBHBIX JAHHBIX IS
pacrpocTpanenus, K moOoMy JIuIly, 06padaThiBaroLIeMy ero IepcoHaTbHEIE J@HHbIE,
B Cily4Yae HECOOIONEHUsS! MMOJIOKEHUN HACTOSIIEH CTATBY WITH 00pPaTUTBCS C TaKUM
TpeboBaHKeM B cy1. JlaHHOe IHI0 06s13aH0 IIPEKPATUTH IIepeady (pacnpocTpaHeHHe,
IPEAOCTABIEHKE, NOCTYII) MEPCOHANBHBIX TAHHBIX B TeueHHe 3 paboumx mHel ¢
MOMEHTA IONy9YeHUsl TpeOOBaHUS CyOBeKTa MepCOHANBHBIX NAHHBIX WA B CpOK,
YKa3aHHBIM BO BCTYNHBIIEM B 3aKOHHYIO CHJIY PEIIEHMH CYJa, a eClli TaKoH CpOK B
PEIICHUA Cylla HE yKasaH, TO B TeUeHHE 3 paboumx JHEH ¢ MOMEHTa BCTYILICHHUS
PEILEHUs Cy1a B 3aKOHHYIO CHITY.

2.13.8. Ilepenaya (pacnpocTpanenue, IpeoCTaBIeHHE, ZOCTYIT) TTePCOHAILHBIX
JI@HHBIX, Pa3PEHICHHBIX CYOBEKTOM NEPCOHANBHBIX IAHHBIX JUIS PACIPOCTPAHEHHS,
JIOJDKHA OBITH TIpeKpalena B IF060e BpeMs 110 TPeGOBaHHIO CyOBEKTa IepCOHAIBHBIX
JMaHHBIX. JlaHHOE TpeboBaHue MOIHKHO BKIIIOYATH B CEOS (baMUIHIo, UMS, OTYECTBO
(IIpH HAJIMYKK), KOHTAKTHYIO UHGOPMAIHIO (HOMEp TenedoHa, axpec 3IIEKTPOHHOM
TMOITBI MIIM TIOYTOBBIA ajipec) cyObeKTa NepCOHaNbHEIX JAHHBIX, a TaKKe [HepeyeHb
NePCOHANBHBIX TaHHBIX, 00pabOTKa KOTOPBIX HOJIEKHUT MPEKPAIEHHI0. Y Ka3aHHble
B JIaHHOM TpPeOOBaHWM MepPCOHATBHBIC IaHHBIE MOTYT 00pabaThIBATECS TOIBKO
OIIEPaTOPOM, KOTOPOMY OHO HAIPaBIIECHO.

2.13.9. B cmydae pmoctmkenus menu o6paboTKH MEePCOHANIBHBIX JTaHHBIX
Ormepatop 00s3aH mpekpaTuTh 00pabOTKY NePCOHANBHBIX TAHHBIX I YHUYTOXUTH
[EPCOHATLHBIC NaHHBIE B CPOK, He TpeBblmaromuit 30 paboumx mHEH C 1aThl
JIOCTHIKEHHUS LIe/I 00PabOTKH epCOHANBHBIX JAHHEIX, CIIH HHOE He IIPEIYCMOTPEHO
cornacuem Ha oOpabOTKy MepCOHANBHBIX IAaHHBIX, CTOPOHOM KOTOPOTO SIBIISICTCS
CyOBEKT MepPCOHATBHBIX JAHHBIX.



2.13.10.  3ampemaercs npHHATHE HA  OCHOBAHMM HCKJIIOYUTEITEHO
ABTOMATH3HPOBAHHOH 00pabOTKM MePCOHANBHBIX AaHHBIX PElICHHI, TIOPOK JAFOTIHX
TOPUAMHIECKUE TIOCTENICTBUA B OTHOIIEHHH CyOheKTa MePCOHATBHBIX NAHHBIX K
MHBIM 00pa30M 3aTParkBaloNIUX ero IPaBa 1 3aKOHHBIC UHTEPECHI.

2.14. Pexum KOH(DUIEHIMAIEHOCTH NEePCOHAJIBHBIX JaHHBIX.

2.14.1. Omeparop ob6ecreunBaer KOH(DUIEHIINANEHOCTE U 0e30MacHOCTD
HCPCOHATILHBIX  NTAHHBIX MPH HMX 00paboTKe B COOTBETCTBHM C TPeGOBAHHSIME
3aKOHOJaTeascTBa PO.

2.14.2. Oneparop He packphlBaeT TPETBUM JIMIAM K HE pPaclpOCTpaHseT
NepCoHalIbHbIE IAHHBIC (€3 COIVIACHs Ha 3TO CyGheKTa MepCoOHANTbHBIX JIaHHBIX, €CJIH
HHOE He TpeycMOTpeHo DeiepalbHbIM 3aKOHOM.

2.14.3. B cooTBeTCTBUY C HepeIHeM IIEPCOHANIBHBIX AAHHBIX, 00pabaThIBAEMBIX
Ha  caliTe, mepcoHanbHBle JaHHBle  Ilonp3oBarenedt  Caiita  SBISIOTCS
KOHUIEHIHATBHON HH(OpMaIIHeH.

2.14.4. Jluna, ocymiecTBISIONIHE 00paboTKy MepCOHANBHBIX TAHHBIX, 00S3aHEI
cOOJIIOIaTh TpeOOBaHUS PETIIaMEHTHPYIOMUX JIOKyMeHToB Oreparopa B dYacTu
obecrie4eHust KOHQUAECHIINATBHOCTH U 6e301aCHOCTH [IEPCOHATIBHEIX JAHHBIX.

3. O0paboTka mepcoHANbHBIX JAHHBIX

3.1. Tlepeuens oOpabaTbIBAEMBIX ITEPCOHATBHBIX JAHHBIX YKa3bIBA€T CYOBEKT
[ICPCOHAIILHBIX B COIIACHM Ha OOpabOTKY IepPCOHATIBHBIX TAHHBIX, Pa3pellleHHBIX
CyOBEKTOM TepCOHANIBHBIX JAHHBIX JUISL pacIIpOCTPaHeHHUs.

3.2. .HI/IHa, HMECIOIME IPaBO NOCTyIa K TIIEPCOHATTBHBIM JTaHHBIM.

3.2.1. IlpaBoM JoCTyma K II€pCOHANBHBIM JaHHBIM CYyOBEKTOB 00JIaIAIOT JIMIIA,
HAZICJICHHBIC COOTBETCTBYIOIIMMU IIOJJHOMOYMSIMH B COOTBETCTBHUH CO CBOWMH
CITyKeOHBIMH 00S3aHHOCTSIMH.

3.2.2. IlepedyeHb JMI, WMEIOIIHX JOCTYIl K TIEPCOHAIBHBIM JaHHBIM,
yTBEpXKAaeTcs nupekropom Oreparopa.

3.3. [lopsok 1 cpoku XpaHeHHs MepCOHATbHBIX TaHHBIX Ha CaiiTe.

3.3.1. OmnepaTtop OCYIIECTBISIET TOIBKO XpaHeHHUE NEPCOHAIBHBIX NaHHBIX
ITone3zoBareneit na Caiire.

3.3.2. Cpoku XpaHeHHS NepcOHANBHBIX AaHHBIX Ilonmbsosareneii Ha CajiTe
ONIPEACICHBI yCIOBUAMHU [10/Ib30BaTENBCKOTO COTIAIIEHNS, BBOIATCS B JIeHCTBHE C
MOMeHTa NpUHATHS (akienrta) ITosmp3oBarenemM manHOro cormamenus: Ha Caiite u



ﬂeﬁCTBYIOT AO Te€X II0p, IIOKa ITosnp30Barens He 3as5BUT O CBOEM JKEJIaHUU YHAaJIUTh
CBOM IICpCOHaNBHBIE JaHHEIe ¢ CaiiTa.

3.3.3. B ciyuae ynanenust nanssix ¢ Caiita mo UHULAATHUBE OJHOM U3 CTOPOH, a
MMCHHO ITPEKpaIleHns UCTIoNb30Banus Calita, mepcoHalbHble qaHHble [ loap30BaTes
XpaHaATess B 0asax, maHHBIX OmepaTopa @STH JI€T B COOTBETCTBHH  C
3aKOHOIaTeIbCTBOM PD.

3.3.4. Io vicTevenun BEIIEYKa3aHHOTO CPOKA XPaHEHHUS IIEPCOHAIBHBIX IAHHBIX
[Tone3oBarens mepconanbuble gamHbIe [lonmb30BaTeNs YHAISIOTCS. aBTOMATHYECKU
3a/laHHbIM aNrOPUTMOM, KOTOPBIH 3agaeT Omeparop.

3.3.5. OmepatopoM He Begmercs 00paboTKa MepPCOHANBHBIX JTaHHBIX
[one3oBateneit Ha GyMaKHBIX HOCHTEIISAX HbOpMaIun.

3.4. biiokupoBaHue IepCOHANBHbIX JaHHBIX.

3.4.1. Ilox GIOKHUpPOBAHWEM MEPCOHATBHBIX JTAHHBIX MTOHHMACTCS BpEMEHHOE
npekpamenne  OmepartopoM  omepaiuii Mo WX 06paGoOTKe 1Mo TpeOOBaHHIO
[lomp3oBatesnst NpH BBISBICGHUH UM HENOCTOBEPHOCTH 00paGaTHIBAEMBIX CBEICHHUIA
HIIM HETIPABOMEPHEIX, 10 MHEHHIO CyOBEKTa HEepPCOHAIbHBIX. JAHHBIX, NEHCTBUN B
OTHOILIEHWUH €T0 NaHHBIX.

3.4.2. Oneparop He IlepefaeT IepCOHANBHBIE TAHHBIE TPETBUM JIUIIaM H He
nopy4aer o6paboTKy IepCOHAIBHBIX MaHHBIX CTOPOHHHM JIHI[AM M OpraHU3aIHSIM.
Ilepconansrbie nanusie Iosb3oBarerneii Caiita 06paGaTEIBAIOT TOIBKO COTPYIHUKHI
Oneparopa (aIMUHECTPATOPBI 643, TAHHBIX H T. 11.), JOIYIIEHHbIE YCTAHOBIEHHbLIM
IOPSIIKOM K 00paboTKe MepCOHaNbHBIX AAaHHBIX [10Ib30BaTeelH.

3.4.3. bnoxupoBaHue IepCOHANBHBIX maHHBIX Ha CaiiTe OCYILECTBIISIETCS HA
OCHOBaHWH IIMCEMEHHOT'O 3asiBIIEHHUS OT Cy0beKTa IepCOHANBHbIX JaHHBIX.

3.5. VHUUTOXEHHUE [epCOHANBHBIX TaHHBIX.

3.5.1. HOI[ YHHAYTOXXCHUEM II€PCOHAJIBHBIX HAHHBIX ITOHUMAIOTCS ,Z[CfICTBI/IH, B
pe3ynbTaTe KOTOPBIX CTAHOBUTCSI HEBO3MOXHBIM BOCCTAHOBUTE COJCpKaHHue
[IEPCOHAIBHBIX AaHHBIX Ha Calrte W/uid B PE3yJIbTaTe KOTOPBIX YHHUYTOXAKTCA
MaTcepualbHbIe HOCUTEIN IIEPCOHATIBHBIX JaHHBIX.

3.5.2. Cy6peKT nepcoHaIbHBIX TaHHBIX BIIPABE B IHCEMEHHOM bopme TpeGoBaTh
YHHHUTOKCHUS CBOMX MEPCOHATBHBIX JaHHBIX B CIIydae, eCId IIePCOHAIBHEIE JaHHbIE
JABJIAIOTCA HETTONHBIMU, yCTaPEBIINMH, HeJOCTOBEPHBIMHE, HE3aKOHHO ITONYYeHHBIMM
WA HE ABISAIOTCS HEOOXOAMMBIMU IS 3asBICHHOM I[eJIH 00paboOTKH.

3.5.3. B ciydae OTCYTCTBHS BO3MOIKHOCTH YHUYTOXEHUS HePCOHAILHBIX
JaHHBIX OIepaTop OCYILIECTBIsET OIOKUPOBAHNE TAKHIX IIEPCOHAIBHBIX TaHHBIX.



3.5.4. YHUYTOXKEHNE NepPCOHATBLHBIX TaHHBIX OCYINECTBIIICTCS IIyTEM CTHPaHMS
MH()OPMAIHH ¢ UCTIONB30BAHIEM CepTHGUIUPOBAHHOTO POrPAMMHOI0 00eCTIeYeHIS
¢~ TapaHTHpPOBAHHBIM  YHUYTOXKE€HMEM (B  COOTBETCTBHM C  3aJaHHBIMH
XapaKTCpUCTUKaAMKM I8 YCTAHOBIIEHHOIO  IPOrpaMMHOIO  oOecriedeHus ¢
rapaHTUPOBAHHBIM YHUYTOKCHHUEM ).

4. Cucrema 3AIIHUTHI MEPCOHANLHBIX TAHHbIX

4.1. Mepsl mo obecredeHn0 6e30MaCHOCTH HePCOHATBHBIX JAHHBIX IIpH UX
oOpaboTke.

4.1.1. Onepatop mpu 0GpaboTKe TEPCOHANBHBIX JAHHBIX OOS3aH [IPUHUMATD
HCOOXOIMMbIE IPAaBOBBIC, OPraHM3ALUOHHBIE W  TEXHHUIECKHE Mephbl WU
obecreunBaTh UX IPUHSTHE JUIsS 3aIHATHI [IEPCOHATBHBIX JAHHBIX OT HEIPaBOMEPHOIO
WA CITyYaHHOTO [OCTYNAa K HHM, YHHYTOXEHUS, H3MEHEHWs, OJIOKMpOBaHus,
KOIMPOBaHKs, IIPEOCTABICHHA, PACIIPOCTPAHEHH [IEPCOHANBHBIX JAHHBIX, a TAKKE
OT MHBIX HEIIPABOMEPHBIX NCUCTBUHI B OTHOLICHUH IIEPCOHATBHBIX TAHHBIX.

4.1.2. OOGecrnieueHne 0e30MacHOCTH NIEPCOHANIBHBIX JAaHHBIX HOCTHIAETCS, B
YaCTHOCTH:

. OIIpE/IENICHHEM YIPo3 Oe30IaCHOCTH MEPCOHANBHBIX JTAHHBIX MPU KX
00paboTKe B MHQOPMAITHOHHBIX CHCTEMAX MePCOHATBHEIX JAHHBIX;
. [IPUMEHEHUEM OPraHU3ALMOHHBIX X TEXHUYECKUX MED 110 00ECIICUSHHIO

0e3omacHoCcTH IIEPpCOHATIPHBIX OaHHBIX npu Hux o6pa60TKe B I/IH(bOpMaI_II/IOHHBIX
CHUCTEMax IMEPCOHATBHBIX HaHHBIX, HCO6XOI{I/IMBIX JJIA BBIITOJITHCHU S TpGGOBaHI/Iﬁ K
3aluTe NIEPCOHAJIBHBIX JaHHEBIX;

. IPUMCHCHNAEM [POIISJIINX B YCTAHOBJIEHHOM IOPSIKE MPOLELYPY
OIEHKU COOTBETCTBHS CPEICTB 3aINUTHI HH(DOPMAIIIHL;
. OLEHKOM 3()(GEKTUBHOCTM MPUHUMAEMBIX Mep 110 OOECIEYeHHUIO

0e30MacHOCTH  HEPCOHANBHBIX  JAHHBIX 10  BBOJA B OKCILIyaTaluio
HH(OPMAITUOHHOH CHCTEMBI IEPCOHANBHBIX JAHHBIX,

° YYE€TOM MaUIMHHBIX HOCUTEIEH I[IEPCOHAIBHBIX TAHHBIX;

° O6Hapy)KeHI/I€M (baKTOB HCCAaHKIIMOHHUPOBAHHOTO HAOCTYIIa K
nepCoOHaJIbHbIM JaHHBIM U IIPUHATHEM MED,

° BOCCTaHOBJIEHUEM IIEPCOHAIBHBIX JAaHHBIX, MO,Z[I/I(i)I/II_'[I/IpOBaHHBIX Hniu
YHHUYTOXXCHHBIX BCJIEICTBUC HCCAaHKIMUOHHUPOBAHHOTO JOCTYyIIa K HUM,

° YCTaHOBJICHUEM IopaBWJI  AOoCTyna K IICPCOHANIBHBIM  JTaHHEBIM,

0bpabaThIBaeMbIM B MH()OPMAI[HOHHOMN CHCTEMe IIEPCOHANIBHBIX JHAHHBIX, a TaKKe
ODeCIlIeYeHHeM  PeruCTpaldd M ydeTa  BCex JOEUCTBUM, COBepIIaeMbIX C
ICpCOHANBHBIMK TAHHBIMK B HHQOPMAIIMOHHON CHCTEME IIEPCOHANBHEIX TaHHBIX;

. KOHTPOJIEM 3a IIPUHUMACMBIMHU MEPAMU I10 00eCIIeUeHIIO 0e30IaCHOCTH
[ICPCOHANIPHBIX TaHHBIX M YPOBHS 3alllMIIEHHOCTH WH()OPMAIMOHHBIX CHCTEM
TIePCOHAIbHBIX TAHHBIX.



4.1.3. Jlna ueneit Ionoskerus: mox yrpo3amu 0e30I1aCHOCTH [IEPCOHAITBHEIX
AQHHBIX IOHUMACTCSI COBOKYIIHOCTh YCIOBUH U (DaKTOPOB, CO3MAFOIINX OMACHOCTS
HCCAHKIMOHMPOBAHHOIO, B TOM YHCIE CIy4alHOro, JOCTYNAa K IIepCOHATHHBIM
HAHHBIM,  pE3yJTbTATOM KOTOPOI'O MOIYT CTaTh YHHYTOXECHHE, M3MEHEHHE,
OIOKMpOBaHUE, KONUPOBAHUE, NIPEOCTABICHNUE, PACIPOCTPAHCHHUE IMEPCOHATBHBIX
AQHHBIX, a TaKoKe WHbIE HENpaBOMEpHbIe NEHCTBUS MpU HX 00paboTKe B
MH(QOPMALMOHHOH CHCTeMe IePCOHAIBHBIX NAHHbIX. ITon ypoBHEM 3aIMUIEHHOCTH
TIEPCOHAIIEHBIX TAHHBIX IIOHMMAeTCsT KOMILIEKCHEIH I10Ka3aTeNb, XapaKTepH3yIOLIuii
TpeOOBaHus, MCIIOJHEHHE KOTOPHIX 06ecreYuBaeT HEATPaIU3aIUIO OTPeIeIeHHBIX
Yrpo3 0e30IaCHOCTH MMEPCOHANBHBIX TAHHLIX IpH UX 00paboTKe B WH(OPMAIIMOHHOMN
CHUCTEME ITePCOHANIBHBIX JTAHHBIX. '

4.2. 3ammInaemple CBEICHNMS 0 CyObeKTe IepPCOHATBHBIX TAHHBIX.

K sammmaemeiv cBemenusiM o cy6Gpexre IIEPCOHAIBHBIX JaHHBIX Ha Calite
OTHOCATCS JaHHbBIE, TIO3BOJIAIONIME HICHTUQHUHPOBATH CYOBEKT IEPCOHANBHBIX
JAaHHBIX W/WIW TOIYyYATh O HEM JOTOJHUTEIbHEBIE CBEJIEHH, IIpeyCMOTPEHHEIE
3aKoHoAatenbeTBOM U IlosoxxeHmeM.

4.3. 3amuinaeMble 0OBEKTHI IEPCOHANBHBIX TaHHBIX.
4.3.1. K zamumaeMsiM 00beKTaM IEePCOHANBHBIX JaHHBIX Ha CaliTe OTHOCSITCS:

. OOBEKTHI UHpOpMaTH3ALMH u TEXHUYECKHWE ~ CpelCcTBa
aBTOMATH3MPOBAHHONW 00paboTkm uHQOpPMAINH, CcofepKallell epCOHATbHbIE
JaHHBIE,

. MHQOPMALMOHHBIE PecypChI (Ga3bl JaHHBIX, GailiIs 1 1p.), cozepKallye
MH(OPMALKIO 00 HHOPMAITMOHHO-TETEKOMMYHHKAIHOHHBIX CHCTEMAX, B KOTOPBIX
LHUPKYJIUPYIOT ~ II€PCOHAJIBHBIC [aHHbIE, O COOBITHSAX, NPOU3OLIEAIINX C
YHPABISEMBIMU O0BEKTaMH, O TIaHaX obecledeHus OecrnepeGOHHON paboThl
[poneaypax rnepexona K yIpapaeHHIO B aBAPUMHBIX PEKMMAX;

. KaHaJbl CBA3U, KOTOPBIC HCIIOJIB3YIOTCS IUIS IIepefadyy IepCOHAIbHBIX
JIAHHBIX B BUJIC UH(YOPMATHBHBIX DIICKTPUUECKUX CUTHATIOB U (DU3HYECKUX MOJIEH;
. OTYy>KNAaeMble HOCHUTENM HMHMOPMALUM HAa MATHUTHOM, MAarHHTHO-

OITHYECKON U HHOU OCHOBE, IPUMCHIEMEIC I O6pa6OTKI/I I[IEpCOHAJIbHbBIX JaHHBIX.

4.3.2. Texuonormueckas unHpOpMaLUs 06 MHOOPMAIIMOHHBIX CHUCTEMAX W
SJIEMEHTAX CHCTEMbI 3allUThl IIEPCOHANBHBIX JaHHBIX, NOIEKALas 3aIluTe,
BKJIIOYAET:

. CBSJICHUA O CHCTeME YIpPaBICHUS  JOCTYIIOM Ha  OOBEKTEHI
MHPOPMATH3AIMY, HA KOTOPBIX OCYIIECTBIAETCS 00paboTKa IEePCOHATBHBIX
JTAaHHBIX;

. ynpapsiomas nH(opManus (KOHQHUTyparuoHHsle (Gaiiibl, TaGIHIbI
Mapuipy TH3alMK, HACTPOUKH CUCTEMBI 3all[UThl | I1p.);



. TCXHONOTUIECKAs HH(QOPMALMS  CDPEJACTB  JOCTYIAa K  CHCTeMaM
yNpaBneHus (ayTeHTUYHKaHOHHAs HHDOPMALHs, KON 1 aTpuOyTHl TOCTyIA H
p.);

. XapaKTEePUCTUKK KAHATIOB CBSI3H, KOTOPbIE HCIIONB3YIOTCS IS IIepefaun
[IEPCOHATPHBIX JIAHHBIX B BHJE HHO)OPMATHBHBIX 3JIEKTPUYECKUX CHUIHAIOB U
(Gr3mdecKux mnoei;

. MH(OPMAIIUS O CPEACTBAX 3aIUTHI ePCOHATBHBIX JAHHBIX, UX COCTABE
1 CTPYKTYpPE, IPUHIUIAX U TEXHHIECKUX PEIICHUSX 3aIUTHL,
. ciyxeOHble JlaHHBIe (METaJaHHBIE) MOSABISIONIHECS nmpu  pabore

POTPaMMHOI0  00eCIIeYeHHs, COOOIUEHHH M IIPOTOKOJIOB  MEKCETEBOIO
B3aHMOJICHCTBYS, B pe3yIbTaTe 00pabOTKH IIePCOHANBHBIX [AHHbIX.

4.4. TpeOoBaHHSA K CUCTEME 3AIIUTHI IEPCOHANBHBIX JAHHBIX.

CucTemMa  3allMTBI  MEPCOHANBHEIX — JAHHBIX  JOMKHA — COOTBETCTBOBATE
TpeOOBaHMsIM MOCTaHOBNeHHs IlpasmrenscrBa or 01.11.2012 Ne 1119 «O6
YTBEPXK/ICHUN TPEOOBAHUH K 3aIlUTE IEPCOHATBHBIX JAHHBIX [IPH WX obpaboTke B
MH(OPMAITMOHHBIX CHCTEMAX MEPCOHATBHBIX TAHHBIX).

4.4.1. Cucrema 3aIlUTHI IEPCOHANBHBIX JAHHBIX HODKHA 06eCIeUnBATE:

. CBOEBpPEMEHHOE oOHapyXeHne u [IpeJoTBpalleHIE
HECaHKIIMOHUPOBAHHOIO OCTYIIA K MEPCOHATBHBIM JaHHBIM U (MJIH) Mepefadn ux
JTUIaM, HE HMEIOIINM [paBa JIOCTyMa K TaKO! HH(MOPMAIHK;

. HEJIOMyIIeHNe BO3JIEUCTBUS Ha TEXHUYECKHE cpeJcTBa
aBTOMAaTH3UPOBaHHON 0OpabOTKH I1epPCOHABHBIX JAHHBIX, B Pe3y/IbTATE KOTOpOTO
MOXET OBITh HAPYIICHO UX (yHKIIMOHIPOBAHHE; ‘

° BO3MOXHOCTh HE3aMEJINTEIBHOIO BOCCTAHOBJICHUS IMEPCOHAJIBHBIX
JdaHHBIX, MOL[H(bHHHpOBaHHI)IX niim YHHUYTOXEHHBIX BCJIICICTBHUEC
HCCaAaHKIIMOHHUPOBAHHOT' O AOCTYIla K HUM;

° [IOCTOSIHHBIM KOHTPOJIb 3a obecrieueHueM YPOBHA 3alIUILCHHOCTHU

NepCOHAJIBHBIX JAHHBIX.

4.4.2. Cpenctea 3amuTel MH(OPMALUH, IIPHMEHSEMbIE B UH()OPMAITHOHHEIX
CHCTEMAX, JIOJUKHBL B yCTAHOBJICHHOM IOPAJIKE IIPOXOIUTH HPOLEAYPY OLEHKH
COOTBETCTBHSI.

4.5. MeToJibI ¥ CITIOCOOBI 3AIUTEI HHGpOPMAIMY B HH(DOPMALIMOHHBIX CHCTEMAX
[IepCOHANIBHBIX TaHHBIX.

4.5.1. MeTombl ¥ criocoObl 3aIUTh uH(pOpMaIUK B UH(OPMAILTHOHHBIX CHCTEMAX
NIEPCOHANIBHBIX JaHHEIX OnepaTopa JOJDKHEI COOTBETCTBOBATD TpeOOoBaHUsIM:

. npukaza @CTOK or 18.02.2013 Ne 21 «O6 yrBepxnennn Cocrasa
CONCPKAHMA ~ OPTaHW3ALIMOHHBIX M  TEXHHYECKUX Mep [0 0OecIedeHuto



0€30IaCHOCTH TIePCOHATBHBIX JAHHBIX npu ux 00paboTke B MHMOPMALIHOHHBIX
CHCTEMAaX [EPCOHAIIBHBIX JaHHBIX)), ‘

. npukaza OCb or 10.07.2014 No 378 «0O6 yrBepxkaeHun CocraBa u
COACpAaHMA  OPraHM3aALMOHHBIX U  TEXHHYECKHX Mep [0 0OeclHedeHHo
0e30MaCHOCTH TEePCOHATBHBIX JAHHBIX Ipu UX 00paboTke B HMH(OPMAIHOHHBIX
CHCTEMAX IEPCOHATEHBIX IAHHBIX C HCIIOJIb30BAHUEM CPE/ICTB KPUITOTPahUIecKoi
3AlIUTB  MH()OPMAIUH, HEOOXOAMMEIX IS  BBITONHEHMUS YCTaHOBJICHHBIX
IIpaButenscTBOM Poccuiickoif ®eneparuu TpeGoBaHUH K 3aIMUTE IIEPCOHATBLHEIX
AGHHBIX IS KaKIOrO M3 YPOBHEH 3alMIIEHHOCTH» (B Clydae OIIpeieseHus
OnepaTopoM  HEOOXOJAUMOCTH  HCIIOMb30BAHMUS CPeICTB KpUNTOIrpadudecKon
3aIUThl KHPOPMAIUH JUTst 00ecIedeHns 6e30acHOCTH MIEPCOHANBHBIX TaHHBIX).

4.5.2. OCHOBHBIMH METONAMH H CIIOCOGAMH  3AIIHTbI uHhOpMaIul B
MH(QOPMALIMOHHBIX CHCTEMax IepCOHANBHBIX JAHHBIX ITOMb30BaTENel SBISIOTeS
METOJBI M CIIOCOOE! 3aIUThl MHYOPMALIMK OT HECAHKIMOHUPOBAHHOTO, B TOM HHCIIe
CIly4alHOT0, IOCTYMA K HePCOHATBHBIM JAHHEIM, Pe3yJIbTATOM KOTOPOI'0 MOKET CTaTh
YHHITOXCHHUE, H3MEHEHHE, OJIOKMpOBaHMe, KONHUPOBAHWE, pACIPOCTPAHEHHE
TICPCOHAJILHBIX IAHHBIX, & TAKKe MHBIX HECAHKUMOHMPOBAHHBIX JeHCTBHH (mamee —
METOZBI 1 CII0COOBI 3aruTsl HHMOopMaruu ot HCJT).

4.5.3. Beibop m peanmsanus MeTOmOB M CIIOCOBOB 3AITHUTEHI uHpOpMaIiu Ha
CaliTe 0CYIIECTBIAETCS B COOTBETCTBUHM C PEKOMEH AIIHAMH PETYIATOPOB B 00JIaCTH
samuTel nHGopmamuu — PCTIK Poccnn u ®CH Pocenw, ¢ YYETOM OIIpeNeIIsIeMBIX
OnepaTopoM yrpo3 0e30MacHOCTH MePCOHANBHBIX TAHHEIX (Momenu yrpos) u B
3aBUCHMOCTH OT KJIacca HHPOPMALHOHHON CUCTEMBI.

4.5.4. BeiOpaHHBIe U peallM30BaHHBIC METObI U CIIOCOOBI 3allATHI UHGOPMAITIH
Ha CaliTe HOMKHBI OOecIeYnBaTh HEUTPANU3alUIO TIPeAIoNaraeMblX yIrpo3
0€30MaCHOCTH MePCOHANBHBIX IAHHBIX TIPH KX 06paGoTKe.

4.6. Mepbl 3aiuThl ”HQOPMALNH, COCTABISIONIEH IEPCOHATBHBIE TAHHBIE.

4.6.1. Mepnl 1o oxpaHe (a3 JaHHEIX, COIEPIKAIINX IIEpCOHANBHbBIE JaHHEIE,
IIpruHUMaeMelie OepaTopoM, TOJKHEL BKIIOYATh B ceOs:

. ONPEACITICHUE MepPedHs: MH(POPMAIUH, COCTABISIONIEH MepPCOHANBHbIE
JIAHHBIE;
. OrpaHHYeHHEe JIOCTYIa K HHOPOPMALWH, COJepaniell HepcoHaIbHBIE

AQHHBIE, IIyTEM YCTAHOBJICHMS IIOpPsIKa OOpameHws ¢ 5Tod mH(opMauueil u
KOHTPOJLSI 38 COOIIFOJICHIEM TAKOI'O TIOPSIKA.

4.6.2. Mepsl 1o oOxpaHe KOH(HIEHIHATBHOCTH UH(OPMAIIUH [TPU3HAIOTCS
Pa3syMHO JJOCTaTOYHBIMU, €CIIU:

. MCKIIIOYaeTCsl TOCTYI K MEPCOHABHBIM TaHHBIM JIFOOBIX TPETHUX JIHI]
0e3 cormacust Onieparopa;



. obecrieuMBaeTcss  BO3MOMKHOCTH  HMCIONB30BAHHS HHpOpMaIH,
CONEPIKAIICH IepCOHANbHBIE J[aHHBIE, 6e3 HapylIeHHs 3aKOHOAATENbCTBA O
MEPCOHAIBHBIX JaHHBIX;

. npu pabore ¢ Ilonb3oBareneM yCTaHABIUBAETCS TAKOM IIOPSITOK
neictBuii Omeparopa, mpu KOTOPOM 00eCIIeYHBACTCS COXPaHHOCTH CBEJICHUH,
CONIEpIKaIIMX TIePCOHAaNbHbIC NaHHble [Tonp30BaTes.

4.6.3. TlepcoHanpHble maHHBIE He MOTYT OBITH WCIIOJNB30BAHEI B HeJIsX,
IIPOTUBOPEYAIINX  TpeOOBaHUAM DemepadbHOrO0  3aKOHA, 3allUTLI  OCHOB
KOHCTUTYIIIOHHOI'O CTPOsI, HPABCTBEHHOCTH, 3JI0POBbS, IIPAB U 3aKOHHBIX MHTEPECOB
APYTHX I, 00ecredeHnst 060pPOHBI CTpaHbl ¥ 0€3011aCHOCTH rocynapcrana.

4.7. OTBETCTBEHHOCTb.

4.7.1.  Bce corpymuukm  OmepaTopa, OCYILIECTBIIAIOIIAE  00paboOTKy
TIePCOHANBHBIX JIaHHBIX, OOS3aHBI XpaHUTh TaWHY O CBEICHUSX, COIEpIKAIlUX
IICPCOHAJILHBIC  TaHHBIC, B cooTBeTcTBUU ¢ IlomoxeHueMm, TpeGOBaHUSIME
3aKoHOHaTenbcTBa PD.

4.7.2. Jluua, BUHOBHEIE B HapylIeHHH TpeGOBaHHiL IlomoxkeHus, HecyT
ey CMOTPEHHYIO
3aKOHOJIATEILCTBOM P® OTBETCTBEHHOCTS.

4.7.3. OTBETCTBEHHOCTb 3a COOJIOEHHE PEKUMA IIEPCOHANBHBIX JaHHBIX II0
OTHOIICHHIO K TICPCOHANbHBIM JJAHHBIM, HaXO/isuMes B 6azax, ganubix Caiita, HecyT
OTBETCTBCHHBIE 33 00PaOOTKY MEPCOHATBHBIX TAHHBIX.

5. BaKJ'IIO‘II/ITeJleble MNOJIOZKECHH A

5.1. B cimyuae m3MeHeHust melicTBYIOIIEro 3aKOHONATETHCTBA P®, BHecenus
M3MEHEHUH B HOPMATUBHBIC JOKYMEHTBHl IO 3alluTe [IEPCOHAJIBHBIX JaHHBIX
Hacrosiee [lomoxkeHue neificTByer B yacTH, He NPOTUBOpEYAIell NeHCTBYIOIIEMY
3aKOHOJATEIBCTBY O  IPHUBEACHHUS €ro B  COOTBETCTBHE C  TAKHMIL



